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I INTRODUCTION

1. In this Notice of Proposed Rulemaking (NPRM), we propose to extend the outage reporting
requirements in Part 4 of our rules' to interconnected Voice over Internet Protocol (VoIP) service”
providers and broadband Internet Service Providers (ISPs).” This action will help ensure that our current
and future 9-1-1 systems are as reliable and resilient as possible and assist our Nation’s preparedness for
man-made or natural disasters, such as Hurricane Katrina. We seek comment on all aspects of this
proposal to serve our role of protecting America’s critical infrastructure, including the definitions and
thresholds that would trigger the reporting requirement.

2. Broadband technologies delivering communications services to end users have changed
behaviors and revolutionized expectations in many aspects of American life and are fast becoming
substitutes for communications services provided by older, legacy communications technologies.* As of
June 30, 2010, 28 percent of the more than 89 million residential telephone subscriptions were provided
by interconnected VoIP providers—an increase of 27 percent (from 19.9 million to 25.2 million) in the
last year.® As part of the transformation that broadband services are making in the way American
consumers, businesses, and governments operate, broadband networks now carry a substantial volume of
9-1-1 traffic.” They are also a significant form of communications in times of crisis. Communications
outages to broadband facilities, whether the result of physical hardware or software failures, natural
disasters, or man-made disasters including cyber attacks, threaten the public’s ability to summon in
emergency situations. The National Security and Emergency Preparedness posture of the United States
depends on the availability of broadband communications during times of emergencies,’ and it is one of

'47 CF.R. Part 4.

247 C.F.R. § 9.3 defines an interconnected Voice over Internet Protocol (VoIP) service as a service that: (1) enables
real-time, two-way voice communications; (2) requires a broadband connection from the user's location; (3) requires
Internet protocol-compatible customer premises equipment; and (4) permits users generally to receive calls that
originate on the public switched telephone network and to terminate calls to the public switched telephone network.

? For purposes of this discussion, we define broadband ISPs as including broadband Internet access service providers
and/or broadband backbone ISPs. See infra para. 31.

* See Preserving the Open Internet, Broadband Industry Practices, GN Docket No. 09-191, WC Docket No. 07-52,
Report and Order, 25 FCC Red 17905, 18083 (2010) (Open Internet Order); Public Safety and Homeland Security
Bureau Seeks Comment on Whether the Commission’s Rules Concerning Disruptions to Communications Should
Apply to Broadband Internet Service Providers and Interconnected Voice over Internet Protocol Service Providers,
Public Notice, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137. 25 FCC
Rcd 8490 (2010) (rel. Jul. 2, 2010) (PSHSB PN).

> See Local Telephone Competition: Status as of June 30, 2010, Industry Analysis and Technology Division,
Wireline Competition Bureau, Federal Communications Commission, Figure 2 (Mar. 2011),
http://www.fcc.gov/Daily Releases/Daily Business/2011/db0321/DOC-305297A1.pdf (last visited May 11, 2011).

% See Local Telephone Competition: Status as of June 30, 2009, Industry Analysis and Technology Division,
Wireline Competition Bureau, Federal Communications Commission, Figure 2 (Sept. 2010),
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-301310A1.pdf (last visited May 11, 2011).

7 See 9-1-1 Statistics, http://www.nena.org/911-statistics (last visited May 10, 2011).

¥ See Executive Order No. 12472, Assignment of National Security and Emergency Preparedness
Telecommunications Functions, April 3, 1984 (49 F.R. 13471 (1984)), as amended by Executive Order 13286,
Amendment of Executive Orders, and Other Actions, in Connection With the Transfer of Certain Functions to the
Secretary of Homeland Security, February 28, 2003, and Executive Order 13407, Public Alert and Warning System,
June 26, 2006.
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our core responsibilities as an agency.
3. Recent significant examples of outages to broadband networks and services include:

o InJune 2010, CenturyLink Internet experienced failures that affected approximately
30,000 customers on the Kitsap Peninsula (near Seattle, Washington),” and in a separate
outage, affected approximately 100,000 customers across parts of Texas.'” The Kitsap
Peninsula outage lasted an hour according to company sources, but some customers said
it lasted four times as long."" The Texas outage lasted over eight hours. During the
outages, consumers, businesses and government were unable to place 9-1-1 or other calls
over VoIP.

o InMay 2010, AT&T U-Verse, AT&T’s bundled high-speed Internet, digital TV, and
digital phone service, experienced a 4.25 hour VolP outage that reportedly affected its
entire user base. AT&T has approximately 1.15 million U-Verse voice customers, but
one public source indicates that the extent of how many customers were affected by the
outage went unreported to the public.'”” For the duration of the outage, AT&T customers
were not able to make emergency calls to 9-1-1.

o In March 2010, Comcast Internet and Digital Voice service was disrupted to customers in
Nashville, Tennessee, and Atlanta, Georgia. Comcast customers experienced severely
degraded service for at least two hours." During the outage, local, state, and Federal
government department and agency customers of Comcast in the affected areas were
unable to conduct business via the Internet or make or receive telephone calls.
Residential and business subscribers to Comcast Internet and Digital Voice services also
were affected by the outage significantly affecting their ability to communicate
(including calls to 9-1-1).

4. The resilience of the broadband communications infrastructure directly impacts the
emergency preparedness and readiness posture of the United States.'* As the above examples illustrate,
outages to broadband networks can have a significant impact on emergency services, consumers,
businesses, and governments. The most practical, effective way to maintain emergency preparedness and
readiness is to work continuously to minimize the incidence of routine outages.

5. Since 2005, the Commission has required providers of interconnected VoIP services to
supply 9-1-1 emergency calling capabilities to their customers as a mandatory feature of the service.
“Interconnected” VolP services allow a user generally to receive calls from and make calls to the legacy
telephone network. Under our rules, interconnected VoIP providers must deliver all 9-1-1 calls to the
local emergency call center; deliver the customer’s call-back number and location information where the
emergency call center is capable of receiving it; and inform their customers of the capabilities and

? See http://www kitsapsun.com/news/2010/jun/04/scattered-internet-outages-frustrate-businesses/ (last visited April
11,2011).

1 See http://www.kdhnews.com/news/story.aspx?s=42355 (last visited April 11, 2011).

' See infoTECH News, Scattered Internet Outages Frustrate Businesses, Web Surfers in North Kitsap,
http://it.tmcnet.com/news/2010/06/04/4828578 . htm (last visited March 1, 2011).

"2 FierceVoIP, AT&T’s VolIP suffers outage, http://www.fiercevoip.com/story/ts-voip-suffers-outage/2010-05-27
(last visited March 1, 2011).

" VoIP Tech Chat, Comcast Outage and Phone Service Complaints,
http://www.voiptechchat.com/voip/431/comcast-outage-and-phone-service-complaints/ (last visited March 1, 2011).

' See Presidential Policy Directive/PPD-8 National Preparedness (Mar. 30, 2011),
http://www.dhs.gov/xabout/laws/gc 1215444247124 .shtm (last visited April 12, 2011).
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limitations of their VoIP 9-1-1 service."

6. In addition, by Presidential Directives and Executive Orders the FCC has been assigned a
critical role in the Nation’s emergency preparedness and response efforts. Presidential Directives and
Executive Orders and their implementing documents charge the FCC with ensuring the resiliency and
reliability of the Nation’s commercial and public safety communications infrastructure. National Security
Presidential Directive/NSPD-51'° establishes the framework by which the government can continue to
perform its most critical roles during times of emergency.'” As a result of this Directive, the FCC was
assigned a Primary Mission Essential Function to “ensure continuous operations and reconstitution of
critical communications and services.”"®

7. The FCC plays an active role in Emergency Support Function 2 (ESF2)," the
communications branch of the National Response Framework,”’ which guides the Nation’s conduct
during an all-hazards response. Executive Order 12472, establishing the National Communications
System (NCS), the functions of which include coordination of the planning for and provision of national
security and emergency preparedness communications for the Federal government, also requires FCC
participation.'

8. The Commission has many years of experience working with communications providers to
improve communications resiliency and emergency readiness. In 2004, the Commission adopted its
current outage reporting rules, which require the submission of data regarding significant outages. In
adopting these rules, the FCC tailored them to impose minimal burdens on reporting providers, while still
being able to receive critical data.”> Compiling, analyzing and sharing this nationwide information has

47 CFR. Part9.
' Also known as Homeland Security Presidential Directive/HSPD-20.

' NSPD 51/HSPD20 provides a rapid and effective response to and recovery from a national emergency. It
establishes the policy on the continuity of Federal government structures and operations. It also establishes
“National Essential Functions” (NEFs), which prescribe continuity requirements for all executive departments and
agencies to ensure that our constitutional government endures. NEFs include: 1) providing rapid and effective
response to and recovery from the domestic consequences of an attack or other incident; and 2) providing for critical
federal government services that address the health, safety and welfare needs of the United States. National Security
Presidential Directive 51/Homeland Security Presidential Directive 20 (May 4, 2007), para. 5.

8 Memorandum from John O. Brennan, Assistant to the President for Homeland Security and Counterterrorism, to
Department and Agency Heads (Jun. 1, 2009).

" ESF 2 supports the restoration of the communications infrastructure, facilities, the recovery of systems and
applications from cyber attacks, and coordinates Federal communications support to response efforts during
incidents requiring a Federal Response. See http://www.fema.gov/pdf/emergency/nrf/nrf-esf-02.pdf (last visited
April 21, 2011).

2% The National Response Framework was developed by the U.S. Department of Homeland Security (DHS) pursuant
to Homeland Security Presidential Directive-8. This Directive was enacted to strengthen the preparedness of the
United States to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and other
emergencies by requiring a national domestic all-hazards preparedness goal, establishing mechanisms for improved
delivery of Federal preparedness assistance to State and local governments, and outlining actions to strengthen
preparedness capabilities of Federal, State, and local entities. Homeland Security Policy Directive 8 (Dec. 17,
2003), replaced by Presidential Policy Directive 8§ on March 30, 2011.

! See supra note 8.

?2 See New Part 4 of the Commission’s Rules Concerning Disruptions to Communications, Report and Order and
Further Notice of Proposed Rule Making, 19 FCC Red 16830, at 16841, 16861 16868-16870, 16903-16904, 16908,
16910- 16914 (2004) (2004 Part 4 Order and FNPRM); see also ATIS News Release, ATIS Comments on the
Federal Communications Commission’s Data Collection Proposal (Sept. 28, 2009),
http://www.atis.org/PRESS/pressreleases2009/092809.htm (last visited May 9, 2011).

4
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led to the development and refinement of industry best practices, which in turn has reduced the number of
communications outages.” Over time, the value of this data has been recognized by industry and
others.** As an example, wireline network outages potentially affecting 9-1-1 service are down
approximately 50 percent from the peak. Without this bigger picture of industry network performance
made possible by reporting and the sharing of data among Commission and industry network experts,
such dramatic reductions would not have been possible. With the percent of VolP-only households and
businesses increasing, it is essential to our safety that we extend outage reporting to VoIP.

9. The Commission’s existing approach includes the analysis and response to information
received during an emergency. For instance, during Hurricane Katrina, the Commission received over 65
reports of outages from 21 providers. During a time when countless calls were placed to 9-1-1, the
Commission’s outage reporting data was the Federal government’s primary and best source of
information about the condition of critical communications infrastructure in the disaster area. Using this
information the Commission was able to contact affected reporting providers to establish an ad hoc data-
driven working group to help manage the crisis. The FCC was able to identify specific needs for security,
fuel, and other support and help guide and prioritize Federal restoration efforts.” For example, outage
data revealed that the Poydras St. Central Office, a vital communications hub in New Orleans, was
functioning normally but required security protection. Based on information that the FCC provided, U.S.
Marshals were sent to secure the site.

10. Currently, only providers of legacy circuit-switched voice and/or paging communications
over wireline, wireless, cable, and satellite communications services must report communications
outages.”® Commission analysis of industry-wide outage reports has led to improvements in the
engineering, provisioning, and deployment of communications infrastructure and services.”” The
Commission has been able to share its analysis with members of industry, providing a picture of recurring
problems nationwide that an individual provider cannot know itself. This process has also made
communications networks more robust to the effects of natural or man-made disasters, thereby improving
our Nation’s readiness posture. Reducing the number of communications outages greatly improves the
resiliency of the communications critical infrastructure to withstand disruptions that would otherwise
jeopardize the Nation’s ability to communicate during emergency events, including to the Nation’s 9-1-1
system.

11.  In this proceeding, we seek to extend these benefits to the broadband communications

3 See 2009-2010 NSTAC Issue Review — NSTAC: Enhancing National Security and Emergency Preparedness
Through Communications (May 2010), http://www.ncs.gov/nstac/reports/2009%20-
%202010%20Issue%20Review%20(FINAL).pdf (last visited April 12, 2011).

* See Network Reliability Steering Committee 2008-2009 Biennial Report (Apr. 2010),
http://www.atis.org/nrsc/Docs/ATIS-0100029%20-%20NRSC%20Biennial%20Report.pdf (last visited May 9,
2011).

2 Kneuer, J. U.S. Department of Commerce, The National Telecommunications and Information Administration
(2006). NTIA Comments to the Notice of Proposed Rulemaking, Rrecommendations of the Independent Panel
Reviewing the impact of Hurricane Katrina on Communications Networks (EB Docket No. 06-119),
http://www.ntia.doc.gov/ntiahome/fecfilings/2006/katrina_082206.htm (last visited May 9, 2011).

%0 See 47 C.F.R. §§ 4.1-4.13. In 1992, the Commission established network outage reporting requirements for
wireline providers. Notification by Common Carriers of Service Disruptions, Report and Order, CC Docket No. 91-
273, 7 FCC Red 2010 (1992) (1992 Part 4 Report and Order); see also Memorandum Opinion and Order and
Further Notice of Proposed Rulemaking, 8 FCC Rcd 8517 (1993); Second Report and Order, FCC Red 39-1-1
(1994); Order on Reconsideration of Second Report and Order, 10 FCC Rcd 11764 (1995). In 2004, the
Commission extended these reporting requirements to providers of wireless, cable, and satellite communications.
2004 Part 4 Order and FNPRM, 19 FCC Rcd 16830 (2004).

27 See Network Reliability Steering Committee Annual Report 2004 (Oct. 2005),
http://www.atis.org/NRSC/Docs/2004 Annual Report.pdf (last visited May 9, 2011).

5
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networks frequently used for emergency response today. We propose to extend the Commission’s Part 4
outage reporting requirements to include both interconnected VoIP service providers and broadband ISPs.
This change would allow the Commission, and other Federal agencies, to track and analyze information
on outages affecting broadband networks. The availability of this information would also help the
Commission determine the extent of the problem nationwide, identify recurring problems, determine
whether action can be taken immediately to help providers recover or prevent future outages, and ensure
to the extent possible that broadband networks are prepared for natural and man-made disasters. Our
proposed action will allow the Commission to use the same successful process it currently uses with
wireline and wireless providers to refine and develop best practices to prepare broadband communications
networks better for emergency situations.”

12. With respect to both interconnected VolP service and broadband Internet service, we seek
comment on one or more reporting thresholds below based on circumstances or events specific for that
service or technology. We recognize that requiring interconnected VolP service providers and broadband
ISPs to report outages may impose a burden on them, and we particularly welcome comments quantifying
this burden and recommendations to mitigate it. We believe that interconnected VolP service providers
and broadband ISPs already collect this information for their internal use and that reporting it on a
confidential basis to the Commission would create a minimal burden. On balance, we believe that the
significant benefits to the public resulting from the analysis of this outage information would outweigh
any potential burden.

13. There may be additional circumstances or thresholds, not identified below, that should be
included to improve our ability to address communication system vulnerabilities and help prevent future
outages through the development and refinement of best practices and coordinating with individual and
groups of reporting providers. We encourage interested parties to address these issues in the context of
interconnected VoIP service or broadband Internet service. Further, we encourage commenters to address
how the proposed information collection would facilitate best practices development and increased
network security, reliability and resiliency throughout the United States and its Territories. Finally, we
seek comment on relevant sources of authority.

I1. BACKGROUND

14. In the 71992 Part 4 Report and Order, the Commission established network outage reporting
requirements for wireline providers.”” In 2004, the Commission extended reporting requirements to
include providers of wireless (including paging), cable, and satellite communications.*

15.  The Commission uses outage information submitted pursuant to Part 4 of its rules to, inter
alia, address communication system vulnerabilities and help prevent future outages. The Commission
staff accomplishes this objective by using statistically meaningful trends in data as well as associated
technical analysis to gather communications providers together in coordinated efforts to improve security,
reliability and resiliency. Where necessary, the Commission also recommends policy changes to address
persistent problems. In addition, the Commission works with each individual reporting service provider
to monitor and address specific communications vulnerabilities identified in outage reports for that
service provider.

16. As a result of reporting pursuant to the Commission’s Part 4 rules, tangible positive results

*¥ The FBI considers the cyber threat against the nation to be “one of the greatest concerns of the 21st century.” Id.
Steven Chabinsky, Deputy Ass't Director-Cyber Division, Fed. Bureau of Investigation (FBI), Testimony before the
U.S. Senate Committee on the Judiciary, Subcommittee on Terrorism and Homeland Security (Nov. 17, 2009)
(Chabinsky Testimony).

? See generally 1992 Part 4 Report and Order.
30 See generally 2004 Part 4 Order and NPRM.
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have been demonstrated and achieved.” For example, the frequency of wireline outages, which had
spiked in 2008, has dramatically decreased since the issue was identified through the Commission’s
ongoing, systematic analyses of monthly wireline outages. Whenever there is a complete wireline outage,
consumers cannot make 9-1-1 calls. This means that a dramatic reduction in wireline outages will result
in a dramatic reduction in lost 9-1-1 calls. As the chart below illustrates, estimated lost 9-1-1 calls due to
wireline outages were reduced by more than 50 percent when the Commission worked with the Network
Reliability Steering Committee (NRSC) to reduce wireline outages. With the Commission as the central
collecting point of wireline outage reporting information, the staff, working on a systematic and ongoing
basis with the NRSC was able to identify and analyze trends and possible causes of the outages from the
data of not just the individual carrier's network, but also from carriers' networks across the industry. As a
result of the conclusions drawn and the additional work of the NRSC,** carriers were able to take
corrective action. These reductions occurred because of the Commission’s work to piece together the
overall picture of industry network performance through analysis of outage reporting data and the sharing
of data among Commission and industry network experts. As another example, in 2005 and 2006, the
Commission’s Network Outage Reporting System (NORS) revealed an extremely high incidence of
outages affecting back-up-paths in high-capacity transport circuits.” The Commission worked with the
NRSC to develop and implement revisions to existing best practices to reduce the length of time that
back-up-paths were inoperative. Consequently, the number of these outages dropped substantially by
more than 50 percent,’ increasing the resiliency of the communications infrastructure and increasing the
availability of public safety communication services.

3! See Network Reliability Steering Committee 2008-2009 Biennial Report (Apr. 2010),
http://www.atis.org/nrsc/Docs/ATIS-0100029%20-%20NRSC%20Biennial%20Report.pdf (last visited May 9,
2011).

32 The NRSC established a team to analyze the causes of these outages, found that the outages were due primarily to
cable damage, identified a set of best practices that would prevent these types of outages, and released to the public
a bulletin describing their findings. ATIS, NRSC Bulletin No. 2009-006 Wireline Outages (Oct. 2009). See
http://www.atis.org/nrsc/Bulletins/NRSC Wireline Bulletin 2009-006.pdf (last visited March 1, 2011).

3 Presentation by Jeffery Goldthorp, Chief, Communications Systems Analysis Division, Public Safety &
Homeland Security Bureau, Federal Communications Commission, “Analysis of Network Outage Reports for
NRSC Meeting”, to the Network Reliability Steering Committee of the Alliance for Telecommunications Industry
Solutions on October 19, 2006, Viewgraph 6 (filed in the instant proceeding on May 12, 2011).

* Presentation by John Healy, Telecommunications Specialist, Communications Systems Analysis Division, Public
Safety & Homeland Security Bureau, Federal Communications Commission, “Analysis of Network Outage Reports
for NRSC Meeting”, to the Network Reliability Steering Committee on July 24, 2007, Viewgraph 6 (filed in the
instant proceeding on May 12, 2011).
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Estimated Lost 911 Calls Due to
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Figure 1: Estimated Reduction in Lost 9-1-1 Calls
17.  In 2010, Commission staff discerned from outage reports that outages associated with

delivery of 9-1-1 service were being caused by a relatively small number of factors, each of which could
be addressed by applying a known best practice. The Bureau issued a Public Notice urging
communications providers to implement these practices widely in their networks.*® Further, in a number
of cases, individual service providers have implemented improvements to their networks after the
Commission notified it of problems identified through NORS. The net result of the decrease in the
frequency of reported outages is an increase in the resiliency of the communications infrastructure and an
increase in the availability of the public safety services that rely on the communications infrastructure.

18. The Commission has not until now proposed extending the outage reporting requirements to
interconnected VolIP service providers, but in 2005, the Commission sought comment on whether
network outage reporting requirements should be extended to include broadband Internet access service
providers.”® We received minimal information in response to the Wireline Broadband ISP Order and
NPRM.

19.  The National Broadband Plan recommended that the Commission extend the Part 4 outage
reporting rules to broadband ISPs and interconnected VolP service providers as “the lack of data limits
our understanding of network operations and of how to prevent future outages.””’

20.  InJuly 2010, the Bureau sought comment on a variety of issues related to whether, and if so
how, the Commission should extend coverage of its Part 4 rules to apply to broadband ISPs and

** FCC’S Public Safety and Homeland Security Bureau Reminds Telecommunications Service Providers of
Importance of Implementing Advisory Committee 9-1-1 and Enhanced 9-1-1 Services Best Practices, Public Notice,
DA 10-494, rel. Mar. 24, 2010.

%% Appropriate Framework for Broadband Access to the Internet over Wireline Facilities, Report and Order and
Notice of Proposed Rulemaking, 20 FCC Rcd 14853, 14933 q| 154 (2005) (Wireline Broadband ISP Order and
NPRM), aff’d. sub nom. Time Warner Telecom Inc. v. FCC, 507 F.3d 205 (3d Cir. 2007).

37 Omnibus Broadband Initiative, Connecting America: The National Broadband Plan (Recommendation 16.6, Mar.
2010) (NBP).
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interconnected VolIP service providers.*® The Bureau sought to understand better the issues related to
these subject areas, and has considered the information gathered in response to the PSHSB PN to prepare
this NPRM. Arguing against extending the Part 4 rules, some commenters claim that IP-based service
providers already have sufficient market-based incentives to ensure the security, reliability and
resiliency™ of their networks and services.” For example, AT&T has stated that many providers already
voluntarily participate in public-private partnerships to share information and to promulgate best practices
in large part because it is in their competitive self-interest to ensure that they develop and implement
procedures and practices that make their networks as reliable as they can realistically be.*' We are unsure,
however, how many service providers have implemented measures to maintain the high-quality security,
reliability and resiliency of their respective services. The economic justification to ensure such service
appears to be limited, and does not consider network externalities.*” Moreover, even if incentives did
motivate individual market participants to optimize their own reliability, they do not necessarily optimize
systemic reliability. Our experience in other settings leads us to believe that service providers are loathe
to share detailed information about network outages for competitive reasons and this impacts the overall
health of the communications network.

21. Several commenters maintain that extending outage reporting requirements is not necessary
essentially because the Internet was designed to reroute traffic in the event portions of the network
become inoperable, and thus an outage of a facility for broadband Internet access may have no effect on
the ability to continue to send or receive traffic.® Yet, it is clear that significant communications outages
of interconnected VolP service (as well as broadband Internet service) occur for a variety of reasons,
affecting the ability to send and receive traffic. Several commenters argue that the burdens of extending
the Part 4 requirements outweigh the benefits or are otherwise not justified.* We are not persuaded,

3 See generally PSHSB PN, 25 FCC Red 8490 (2010).

39 . . . . .o .
Resiliency refers to the ability of operable systems to recover from mishap, change, misfortune, or variation in
mission or operating requirements.

40 Comments of AT&T , ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137,
Aug. 2, 2010, at 5-6 (AT&T Comments); Comments of MetroPCS, ET Docket No. 04-35, WC Docket No. 05-271,
GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 4-8 (MetroPCS Comments); Comments of
National Cable & Telecommunications Association, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket
Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 4-5 (NCTA Comments); Comments of United States Telecom
Association, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug.
2,2010, at 2-5 (US Telecom Comments); Comments of QWEST Communications International, Inc., ET Docket
No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 4-7; Reply
Comments of Sprint Nextel Corporation, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47,
09-51, and 09-137, filed Aug. 16, 2010, at 2-3 (Sprint Nextel Reply Comments); Reply Comments of T-Mobile
USA, Inc., ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug.
16, 2010, at 2 (T-Mobile USA Reply Comments); and Reply Comments of RNK, Inc., ET Docket No. 04-35, WC
Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 16, 2010, at 3 (RNK Reply Comments).
Unless otherwise stated, all filed comments referenced herein refer to comments filed in response to the PSHSB PN.

* AT&T Comments, filed Aug. 2, 2010, at 5-6.

2 See Reply Comments of National Association of State Utility Consumer Advocates, ET Docket No. 04-35, WC
Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 16, 2010, at 2 (NASUCA Comments)
(arguing that many service providers have decided that reliability and security measures are not economically
justified).

4 See MetroPCS Comments, filed Aug.2, 2010, at 6; see also Comments of Verizon and Verizon Wireless, ET
Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 3-6
(Verizon Comments); NCTA Comments, filed Aug. 2, 2010, at 4-5; and US Telecom Comments, filed Aug. 2, 2010,
at 2-4.

* Comments of Laurence Brett Glass, D/B/A LARIAT, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket
Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 2 (LARIAT Comments); Reply Comments of American Cable
(continued....)
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however, because such burdens can be mitigated through online, automated reporting mechanisms.
Burdens associated with reporting and transparency would be significantly less intrusive than those
associated with direct operational mandates, and the types of information that would be needed in such
outage reporting are already readily available to reporting entities via the normal network management
processes. Moreover, small service providers would not be unfairly burdened if, as proposed in this
proceeding, thresholds and metrics were calibrated such that smaller service providers would probably
file a report in limited circumstances. Finally, all service providers stand to gain with a nationwide
broadband infrastructure that is reliable, but currently providers are not incentivized to achieve that goal.
The Commission’s outage reporting process and resulting analysis would help to move the industry
toward a critical public safety objective.

22. Several commenters claim that the Commission has no legal authority or has shown no legal
authority to extend its Part 4 requirements to VoIP service providers and broadband ISPs.* The
Commission, however, has direct statutory authority to protect and promote the availability of 9-1-1
services for customers of interconnected VoIP services, as we explain in Section VII of this NPRM.
Section VII also seeks comments on other relevant sources of authority.

23. The proposed action here is consistent with policies that the Commission has adopted in
recent years to address the increasing reliance of the American public on broadband communications
technology. In 2005, the Commission adopted rules requiring providers of interconnected VolP service
to supply E9-1-1 capabilities to their customers as a standard feature from wherever the customer is using
the service.*® Moreover, interconnected VoIP service providers generally must transmit all 9-1-1 calls,
including Automatic Number Identification and the caller’s Registered Location for each call, to the
PSAP, designated statewide default answering point, or appropriate local emergency authority.*” In 2006,
the Commission began requiring interconnected VolP service providers to contribute to the universal
service fund because they are providers of interstate telecommunications® and VolIP service providers

(Continued from previous page)
Association, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug.
16, 2010, at 2-3; RNK Reply Comments, Aug. 16, 2010, at 2; and Comments of the Voice on the Net Coalition, ET
Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-51, and 09-137, filed Aug. 2, 2010, at 7.

B AT&T Comments, filed Aug. 2, at 10; LARIAT Comments, filed Aug. 2, 2010, at 3; MetroPCS Comments, filed
Aug. 2, 2010, at 3; Sprint Nextel Reply Comments, filed Aug. 2, 2010, at 1-2; Comments of the United States
Internet Service Provider Association, ET Docket No. 04-35, WC Docket No. 05-271, GN Docket Nos. 09-47, 09-
51, and 09-137, filed Aug. 2, 2010, at 5.

6 IP_Enabled Services; E9-1-1 requirements for IP-Enabled Service Providers, WC Docket No. 04-36, WC Docket
No. 05-196, First Report and Order and Notice of Proposed Rulemaking, 20 FCC Rcd 10245, 10246 (2005) (VolIP
9-1-1 Order and VolIP 9-1-1 NPRM). In 2008, Congress enacted the New and Emerging Technologies 9-1-1
Improvement Act of 2008 that, among other things, amended the 9-1-1 Act to codify the Commission’s E9-1-1 rules
for interconnected VoIP providers. New and Emerging Technologies 9-1-1 Improvement Act of 2008, Pub. L. No.
110-283, 122 Stat. 2620 (2008).

47 CF.R. § 9.5(b). The Registered Location is “[t]he most recent information obtained by an interconnected
VoIP service provider that identifies the physical location of an end user.” 47 C.F.R. § 9.3.

* See Universal Service Contribution Methodology; Federal-State Joint Board on Universal Service; 1998 Biennial
Regulatory Review -- Streamlined Contributor Reporting Requirements Associated with Administration of
Telecommunications Relay Service, North American Numbering Plan, Local Number Portability, and Universal
Service Support Mechanisms; Telecommunications Services for Individuals with Hearing and Speech Disabilities,
and the Americans with Disabilities Act of 1990; Administration of the North American Numbering Plan and North
American Numbering Plan Cost Recovery Contribution Factor and Fund Size; Number Resource Optimization;
Telephone Number Portability; Truth-in-Billing and Billing Format; IP-Enabled Services, WC Docket Nos. 06-122
and 04-36, CC Docket Nos. 96-45, 98-171, 90-571, 92-237, 99-200, 95-116, and 98-170, Report and Order and
Notice of Proposed Rulemaking, 21 FCC Rcd 7518 (2006) (2006 Universal Service Order).
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were subject to obligations under the Communications Assistance for Law Enforcement Act.* In 2007,
the Commission extended disability access requirements that previously applied only to
telecommunications service providers and equipment manufacturers under section 255 of the
Communications Act of 1934, as amended, to interconnected VolIP service providers.’ ' In 2008, the
Commission adopted a system for assigning users of Internet-based Telecommunications Relay Services
(TRS),” specifically Video Relay Service (VRS)™ and Internet Protocol (IP) Relay,™ ten-digit telephone
numbers linked to the North American Numbering Plan (NANP),” finding that “utilization of NANP
numbers . . . will provide Internet-based TRS users a reliable and consistent means by which they may
receive calls from voice telephone users in the same way that voice telephone users are called.”® Since
2008, interconnected VolP service providers have been required to report subscribership information on
FCC Form 477.”

4 See Communications Assistance for Law Enforcement Act and Broadband Access and Services, 20 FCC Red
14989, 14991-92, 4 8 (2005), aff’d, Am. Council on Educ. v. FCC, 451 F.3d 226 (D.C. Cir. 2006).

%0 See 47 U.S.C. § 255. Section 255 was added to the Communications Act by the Telecommunications Act of
1996. Telecommunications Act of 1996, Pub. L. 104-104, 110 Stat. 56 (1996). See also 47 C.F.R. §§ 6.1-6.23
(Commission rules implementing section 255).

>! See IP-Enabled Services; Implementation of Sections 255 and 251(a)(2) of The Communications Act of 1934, as
Enacted by The Telecommunications Act of 1996: Access to Telecommunications Service, Telecommunications
Equipment and Customer Premises Equipment by Persons with Disabilities; Telecommunications Relay Services
and Speech-to-Speech Services for Individuals with Hearing and Speech Disabilities; The Use of N11 Codes and
Other Abbreviated Dialing Arrangements, WC Docket No. 04-36; WT Docket No. 96-198; CG Docket No. 03-123;
CC Docket No. 92-105, Report and Order, 22 FCC Red 11275 (2007) (TRS VoIP Order).

2 TRS, created by Title IV of the Americans with Disabilities Act of 1990, enables a person with a hearing or
speech disability to access the nation’s telephone system to communicate with voice telephone users through a relay
provider and a Communications Assistant (CA). See Pub. L. No. 101-336, § 401, 104 Stat. 327, 33669 (1990); 47
U.S.C. § 225; 47 C.F.R. § 64.601 et seq. (implementing regulations).

> VRS is an Internet-based form of TRS that allows individuals with hearing or speech disabilities to communicate
using sign language through video equipment. The video link allows the CA to view and interpret the VRS user’s
signed conversation, and relay the conversation back and forth between the VRS user and the called party. See 47
C.F.R. § 64.601(17); Telecommunications Relay Services for Individuals with Hearing and Speech Disabilities, CC
Docket No. 98-67, Report and Order and Further Notice of Proposed Rulemaking, 15 FCC Red 5140, 515254, 99
21-27 (Mar. 6, 2000) (2000 TRS Order).

1p Relay is an Internet-based form of TRS that permits individuals with hearing or speech disabilities to
communicate in text using a computer (or other similar device) and the Internet, rather than with a teletypewriter
(TTY) and the Public Switched Telephone Network (PSTN). See Provision of Improved Telecommunications
Relay Services and Speech-to-Speech Services for Individuals with Hearing and Speech Disabilities, CC Docket No.
98-67, Declaratory Ruling and Second Further Notice of Proposed Rulemaking, 17 FCC Rcd 7779 (Apr. 22, 2002)
(IP Relay Declaratory Ruling & Second FNPRM).

%> The NANP is the basic numbering scheme that permits interoperable telecommunications service within the
United States, Canada, Bermuda, and most of the Caribbean. See Administration of the North American Numbering
Plan, CC Docket No. 92-237, Report and Order, 11 FCC Red 2588, 2590, 9 3 (July 13, 1995) (NANP Order).

%% Telecommunications Relay Services and Speech-to-Speech Services for Individuals with Hearing and Speech
Disabilities; E9-1-1 Requirements for IP-Enabled Service Providers, CG Docket No. 03-123; WC Docket No. 05-
196, Report and Order and Further Notice of Proposed Rulemaking, 23 FCC Red 11591, 11591-592 (2008).

37 See 47 C.F.R. § 43.11(a); see also Development of Nationwide Broadband Data to Evaluate Reasonable and
Timely Deployment of Advanced Services to All Americans, Improvement of Wireless Broadband Subscribership
Data, and Development of Data on Interconnected Voice over Internet Protocol (VoIP) Subscribership, WC Docket
No. 07-38, Report and Order and Further Notice of Proposed Rule Making, 23 FCC Rcd 9691, 9704-07 25-31
(2008) (2008 Development of Data on VolP Subscribership); Development of Nationwide Broadband Data to
(continued....)
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24.  Recently, the Commission launched a broad inquiry into how NG9-1-1 can enable the public
to obtain emergency assistance by means of advanced communications technology beyond traditional
voice-centric devices.”® The Commission also recently released a Network Reliability NOI that seeks
comment on a broad range of issues regarding the reliability and resiliency of our Nation’s
communications networks.” Whereas those inquiries were commenced to gather information about
nascent technologies and to explore issues on which the Commission possessed relatively limited
information, the analysis of whether to extend outage reporting is supported by five years of experience in
collecting and analyzing similar data for legacy technologies pursuant to our Part 4 rules. A Public
Notice seeking comment on the same subject was released in 2010. Furthermore, the technology involved
is mature and widely deployed in our critical communications infrastructure.

II1. EXTENDING OUTAGE REPORTING REQUIREMENTS
A. Interconnected VolIP Service Providers

25.  As the Commission has recognized, interconnected VoIP services increasingly are viewed by
consumers as a substitute for traditional telephone service.” This is also reflected in our 9-1-1 emergency
call system today, where we estimate that approximately 28 percent of residential wireline 9-1-1 calls are
made using VoIP service. Reflecting this trend and the increased reliance by the public on interconnected
VolIP services, we propose to extend our outage reporting rules to interconnected VolP service
providers—just as 9-1-1 service requirements apply to these providers. In June 2010, there were 122
million end-user switched access lines in service and 29 million interconnected residential and business
VolIP subscriptions in the United States, or 151 million wireline retail local telephone service
subscriptions in total.® Between June 2009 and June 2010, interconnected residential and business VoIP
subscriptions increased by 21 percent (from 24 million to 29 million) and retail switched access lines
decreased by eight percent (from 133 million to 122 million). The combined effect was an annual

(Continued from previous page)
Evaluate Reasonable and Timely Deployment of Advanced Services to All Americans, Improvement of Wireless
Broadband Subscribership Data, and Development of Data on Interconnected Voice over Internet Protocol (VoIP)
Subscribership, WC Docket No. 07-38, Order on Reconsideration, 23 FCC Red 9800 (2008) (2008 Broadband Data
Gathering Reconsideration Order). FCC Form 477 collects information about broadband connections to end user
locations, wired and wireless local telephone services, and interconnected VolIP services, in individual states.

>¥ Framework for Next Generation 9-1-1 Deployment, Notice of Inquiry, 25 FCC Red 1786925, (Dec. 2010).

» Reliability and Continuity of Communications Networks, Including Broadband Technologies, Effects on
Broadband Communications Networks of Damage or Failure of Network Equipment or Severe Overload and
Independent Panel Reviewing the Impact of Hurricane Katrina on Communications Networks, PS Docket No. 11-
60; EB Docket No. 06-119, FCC 11-55, Notice of Inquiry, 2011 FCC LEXIS 1365,2011 WL 1341354, (April 7,
2011).

8 See High-Cost Universal Service Support; Federal-State Joint Board on Universal Service; Lifeline and Link Up;
Universal Service Contribution Methodology; Numbering Resource Optimization; Implementation of the Local
Competition Provisions in the Telecommunications Act of 1996; Developing a Unified Intercarrier Compensation
Regime; Intercarrier Compensation for ISP-Bound Traffic; [P-Enabled Services, WC Docket No. 05-337; CC
Docket No. 96-45; WC Docket No. 03-109; WC Docket No. 06-122; CC Docket No. 99-200; CC Docket No. 96-98;
CC Docket No. 01-92; CC Docket No. 99-68; WC Docket No. 04-36, Order on Remand and Report and Order and
Further Notice of Proposed Rulemaking, 24 FCC Red 6475, 6590 205 n.523 (2008); see also Telephone Number
Requirements for IP-Enabled Services Providers; Local Number Portability Porting Interval and Validation
Requirements; IP-Enabled Services; Telephone Number Portability; CTIA Petitions for Declaratory Ruling on
Wireline-Wireless Porting Issues; Final Regulatory Flexibility Analysis; Numbering Resource Optimization, WC
Docket No. 07-243; WC Docket No. 07-244; WC Docket